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(57) ABSTRACT

Passive RFID devices are disclosed that perform image rec-
ognition. The device includes an antenna, circuitry, and a
camera. The antenna receives a radio frequency (RF) signal
from a RFID reader. The circuitry stores image data for
objects that is used for image recognition. To operate, the
circuitry derives power from the RF signal. With the power
derived from the RF signal, the camera captures an image.
The circuitry then identifies an object in the captured image
based on the image data for the objects, and outputs informa-
tion for the identified object, such as to the RFID reader.

20 Claims, 6 Drawing Sheets
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1
IMAGE RECOGNITION IN PASSIVE RFID
DEVICES

FIELD OF THE INVENTION

The invention relates to the field of passive Radio Fre-
quency Identification (RFID) devices and, in particular, to
passive RFID devices that are able to perform image recog-
nition.

BACKGROUND

Radio Frequency Identification (RFID) refers to a process
of transferring data over a Radio Frequency (RF) signal
between a reader and a device that is attached to an item.
RFID is commonly used for identifying and tracking items.
For example, RFID devices may be attached to items in a
warehouse so that inventory in the warehouse may be tracked.
The RFID device, also referred to as a RFID tag, typically
stores an identifier (ID) for an item in memory. The RFID
device reads the item ID from the memory, and broadcasts a
RF signal that includes the item ID (e.g., the item ID is
modulated on the RF signal). An RFID reader receives the RF
signal and interprets the item ID from the RF signal.

Most RFID devices include an antenna that receives and
transmits RF signals, and an integrated circuit that stores data
and processes the RF signals. Some RFID devices also
include a battery, and are referred to as active devices. Other
RFID devices do not include a battery, and are referred to as
passive devices. In a passive RFID device, the power for the
integrated circuit is supplied by a RF signal transmitted by the
RFID reader. The antenna in the passive RFID device receives
the RF signal from the RFID reader. The antenna has a coiled
configuration which causes the RF signal to form an electro-
magnetic field in the antenna. The integrated circuit derives
power from the electromagnetic field, which energizes the
integrated circuit instead of a battery or some other power
source. With the power supplied by the RF signal, the inte-
grated circuit reads the data stored in memory, and modulates
the stored data onto the RF signal. The antenna then transmits
or reflects the modulated RF signal for reception by the RFID
reader. The RFID reader senses the RF signal from the passive
RFID device, and processes the data added to the RF signal.

SUMMARY

Embodiments described herein provide for an improved
passive RFID device that performs image recognition. Image
recognition refers to the process of identifying an object in a
digital image. The passive RFID device includes an on-board
camera. The camera captures an image, and the passive RFID
device recognizes an object in the captured image based on
image data that is preloaded on the passive RFID device. For
example, the passive RFID device may recognize a person’s
face in a captured image based onimage data that is preloaded
on the passive RFID device. This type of passive RFID device
with recognition capabilities may be used in many different
applications.

In one embodiment, the passive RFID device includes an
antenna, circuitry, and a camera. The circuitry stores image
data for objects that is used for image recognition. For
example, the image data may be for human faces, finger-
prints, bar codes, etc. When in operation, the antenna in the
passive RFID device receives a radio frequency (RF) signal
from a RFID reader, and the circuitry derives power from the
RF signal. With the power derived from the RF signal, the
camera captures an image (e.g., takes a digital picture). The

10

15

20

25

30

35

40

45

50

55

60

65

2

circuitry then identifies an object in the captured image based
on the image data for the objects. For example, the circuitry
may compare the captured image to the image data for each of
the objects as stored in the circuitry (e.g., memory). If the
captured image matches the image data for one of the objects,
then the circuitry detects the presence of the corresponding
object in the captured image. The circuitry may then output
information for the identified object to the RFID reader or
another system.
Other exemplary embodiments may be described below.

DESCRIPTION OF THE DRAWINGS

Some embodiments of the present invention are now
described, by way of example only, and with reference to the
accompanying drawings. The same reference number repre-
sents the same element or the same type of element on all
drawings.

FIG. 1 is a block diagram illustrating a RFID system in an
exemplary embodiment.

FIG. 2 is a block diagram of a passive RFID device in an
exemplary embodiment.

FIG. 3 is a flow chart illustrating a method of operating a
RFID device to perform image recognition in an exemplary
embodiment.

FIG. 4 is a top view of a warehouse in an exemplary
embodiment.

FIG. 5 illustrates a shelving unit with a RFID reader
installed in an exemplary embodiment.

FIG. 6 illustrates a cart with an attached passive RFID
device in an exemplary embodiment.

FIG. 7 illustrates an image captured by a camera in a
passive RFID device in an exemplary embodiment.

FIG. 8 illustrates an image captured by a camera in a
passive RFID device in an exemplary embodiment.

FIG. 9 illustrates an office in an exemplary embodiment.

DESCRIPTION OF THE EMBODIMENTS

The figures and the following description illustrate specific
exemplary embodiments of the invention. It will thus be
appreciated that those skilled in the art will be able to devise
various arrangements that, although not explicitly described
or shown herein, embody the principles of the invention and
are included within the scope of the invention. Furthermore,
any examples described herein are intended to aid in under-
standing the principles of the invention, and are to be con-
strued as being without limitation to such specifically recited
examples and conditions. As a result, the invention is not
limited to the specific embodiments or examples described
below, but by the claims and their equivalents.

FIG. 11is ablock diagram illustrating a RFID system 100 in
an exemplary embodiment. RFID system 100 includes a
RFID reader 102 and a passive RFID device 104. RFID reader
102 is an active device that reads data from RFID device 104.
RFID reader 102 transmits RF signals, and receives modu-
lated RF signals back from RFID device 104 that include the
data stored on RFID device 104. RFID reader 102 may then
process the data from RFID device 104, and share the data
with other systems, such as over a network.

RFID device 104 is a passive device, meaning that it
derives power from RF signals received from RFID reader
102 instead of from an active power source, such as a battery.
In the embodiments described herein, RFID device 104 is
equipped with a camera that captures an image. RFID device
104 is able to recognize one or more objects that are present
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in the captured image, and report back information about the
recognized object(s) to RFID reader 102.

FIG. 2 is a block diagram of RFID device 104 in an exem-
plary embodiment. RFID device 104 includes an antenna 202,
circuitry 204, and a camera 206. Antenna 202 is operable to
transmit and receive RF signals. Circuitry 204 includes a
power circuit 208, memory 210, and a processor 212. Power
circuit 208 is operable to derive power from a RF signal
received from RFID reader 102 through antenna 202. The
power derived from power circuit 208 energizes circuitry 204
and camera 206, instead of power from a battery or some
other active power source, which makes RFID device 104 a
passive device. Memory 210 is operable to store data and
other programs or commands executable by processor212. In
this embodiment, memory 210 also stores image data 216-
218 for objects (one or more). For example, memory 210 may
store image data for bar codes, human faces, fingerprints,
eyes, etc. The image data stored in memory 210 is used for
image recognition, which means that the image data provides
characteristics, features, landmarks, etc., of an object so that
the object may be recognized in an image (e.g., a digital
picture) that is captured by camera 206.

Processor 212 is programmable to provide the desired
functionality of RFID device 104. One of the functions pro-
vided by processor 212 is to report data that is stored in
memory 210. Another one of the functions provided by pro-
cessor 212 is to recognize one or more objects that are present
in an image captured by camera 206. The recognition func-
tionality in RFID device 104 is provided by a recognition
element 214 within processor 212. Recognition element 214,
as shown in FIG. 2, represents the function or logic in RFID
device 104 for recognizing one or more objects that are
present in an image captured by camera 206. Recognition
element 214 may be an algorithm that extracts distinguishing
features (or characteristics, landmarks, etc.) from a captured
image, and compares the distinguishing features to the image
data for the objects stored in memory 210. For example, if the
object in the captured image is a human face, then the algo-
rithm may analyze the position, size, and/or shape of the eyes,
nose, cheekbones, jaw, etc., and compare these features to
image data for the objects stored in memory 210. If the
features in the captured image match the image data for one of
the objects, then the algorithm detects the presence of the
corresponding object in the captured image. Alternatively, if
the object is a machine readable code, such as abarcode (e.g.,
a matrix bar code such as a Quick Response (QR) code), then
the algorithm may determine the relative x-y position of fea-
tures in the machine readable code and derive the digital data
represented by that configuration of features.

Assume in FIG. 1 that RFID reader 102 transmits a RF
signal while RFID device 104 is proximate to RFID reader
102. FIG. 3 is a flow chart illustrating a method 300 of
operating RFID device 104 to perform image recognition in
an exemplary embodiment. The steps of method 300 will be
described with respect to RFID device 104 of FIGS. 1-2,
although one skilled in the art will understand that the meth-
ods described herein may be performed by other devices not
shown. The steps of the methods described herein are not all
inclusive and may include other steps not shown. The steps
for the flow chart shown herein may also be performed in an
alternative order.

In step 302, antenna 202 receives the RF signal from RFID
reader 102. In step 304, power circuit 208 derives power from
the RF signal. For example, antenna 202 may have a coiled
configuration which causes the RF signal to form an electro-
magnetic field in antenna 202. Power circuit 208 may then
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derive the power from the electromagnetic field, which ener-
gizes circuitry 204 and camera 206.

With the power derived from the RF signal, camera 206
captures an image in step 306. To do so, camera 206 takes a
digital picture, and forwards the digital picture to circuitry
204 as the captured image. Also with the power derived from
the RF signal, recognition element 214 identifies or recog-
nizes (in step 308) an object (or objects) in the captured image
based on the image data that is stored in memory 210. For
example, recognition element 214 may compare the captured
image (or distinguishing features in the captured image) to
the image data for each of the objects as stored in memory
210. If the captured image matches the image data for one of
the objects, then recognition element 214 detects the presence
of the corresponding object in the captured image. When an
object is detected in the captured image, recognition element
214 may optionally store (step 310) information for the iden-
tified object in memory 208, such as a name, an 1D, etc., for
the object. Alternatively, the recognition element 214 may
apply a recognition algorithm that derives the digital data
embedded in the captured image, and optionally store the
digital data in memory 208.

Steps 306-310 may be repeated one or more times depend-
ing on how circuitry 204 is programmed. For example, if
recognition element 214 fails to detect an object in a captured
image in step 308, then camera 206 may capture another
image (step 306) and recognition element 214 will again
attempt to identify an object in the new image (step 308). This
process may repeat multiple times to allow recognition ele-
ment 214 to identify an object in one of the images captured
by camera 206. Also, circuitry 204 may be programmed to
process multiple captured images in succession. For example,
recognition element 214 may attempt to identify an object in
a first image that is captured by camera 206. If an object is
identified in the first image, then recognition element 214
stores information for the identified object. Recognition ele-
ment 214 may then attempt to identify an object in a second
image that is captured by camera 206. If an object is identified
in the second image, then recognition element 214 stores
information for the identified object. Recognition element
214 may repeat this process to identify objects in multiple
images that are captured by camera 206, and store informa-
tion for the identified objects.

At some point, RFID device 104 will output the informa-
tion for the identified object(s). RFID device 104 may output
the information for the identified object(s) to RFID reader
102 in response to a request, at periodic times, etc. To output
the information, processor 212 reads the information for the
identified object from memory 210, and modulates the RF
signal to include the information in step 312. Antenna 202
then transmits the modulated RF signal in step 314 for recep-
tion by RFID reader 102. Antenna 202 may be able to actively
transmit the modulated RF signal based on power derived
from power circuit 208. Antenna 202 may alternatively reflect
or backscatter the RF signal that is received from RFID reader
102 after it is modulated. Either way, the modulated RF signal
is transmitted for reception by RFID reader 102.

RFID device 104 may alternatively output the information
for the identified object(s) to other systems. For example,
RFID device 104 may be equipped for network communica-
tions, such as IEEE 802.15.4, Zigbee, IEEE 802.11, or other
types of network communication.

RFID device 104 may also trigger another action upon
identification of an object. For example, RFID device 104
may illuminate an LED or sound a buzzer when it recognizes
a particular object.
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The information for the identified object may vary depend-
ing on desired implementations. The information may
include an ID for the object, such as a name, a number, a code,
etc., that indicates the identity of the object. For example, if
the object includes a human, then the information for the
human may include a name, an employee number, etc. The
information may include digital data that is detected in a
captured image, such as digital data embedded in a machine
readable code, such as a bar code. The information may
include all or part of the captured image of the object.

Regardless of the content of the information, circuitry 204
may output the information as one or more tag IDs that are
understood by RFID reader 102. In a typical RFID system, a
RFID tag stores a tag ID that is reported to a RFID reader
when the reader is in range. The tag ID may have a conven-
tional size, such as 16 bits. Also, the RFID tag typically
outputs the tag ID in a particular format (e.g., synchronization
bits, start bits, tag ID, stop bits) that is understood by the RFID
reader. In one embodiment, circuitry 204 outputs the infor-
mation for the identified object in the format of a typical tag
ID so that RFID reader 102 may receive and process the
information in a conventional manner. Therefore, RFID
reader 102 does not need to be enhanced or reprogrammed in
order to receive the information for the identified object from
RFID device 104.

The RFID device 104 described above provides many
advantages. For one, the camera 206 in RFID device 104 is
powered by the RF signal so that an active power source is not
needed for camera 206 to operate. Also, the image recogni-
tion functionality of RFID device 104 has a variety of appli-
cations. For example, RFID device 104 may track its own
location by recognizing objects in known locations. In
another example, RFID device 104 may be integrated into
user-specific applications by automatically recognizing the
user of a device, such as a computer, a vehicle, etc.

EXAMPLES

The examples described below illustrate the passive RFID
device described above being used in different applications.
FIGS. 4-8 illustrate an application of the passive RFID device
to track location in an exemplary embodiment. The passive
RFID device is able to self-track by detecting objects at
known locations within a warehouse. FIG. 4 is a top view of
a warehouse 400 in an exemplary embodiment. Warehouse
400 includes rows 402 of shelving units, where RFID readers
410-418 are installed on the shelving units at known loca-
tions. FIG. 5 illustrates a shelving unit with a RFID reader 411
installed. A passive RFID device is attached to a cart 406 that
is used in warehouse 400. FIG. 6 illustrates cart 406 with an
attached passive RFID device 600. Each of the RFID readers
410-418 has a unique bar code imprinted on a surface that
faces passive RFID device 600 as cart 406 travels between the
rows 402 of shelving units. The bar code identifies the loca-
tion of the RFID reader. Passive RFID device 600 is thus able
to track its own location using image recognition.

In order to provide image recognition, passive RFID device
600 includes a recognition algorithm that can derive digital
data from images of each of the unique bar codes of RFID
readers 410-418. RFID device 600 also has a camera installed
that is able to take digital pictures. Assume for this example
that cart 406 travels proximate to RFID reader 411, which is
transmitting a RF signal. When this occurs, passive RFID
device 600 receives the RF signal, and derives power from the
RF signal. With the power derived from the RF signal, the
camera in passive RFID device 600 captures an image. FIG.
7 illustrates the image 700 captured by the camera in passive
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RFID device 600. Image 700 shows RFID reader 411 with its
unique data matrix bar code 702. Passive RFID device 600
then executes the bar code recognition algorithm on the cap-
tured image. In this example, passive RFID device 600 iden-
tifies the bar code 702 for RFID reader 411 in the captured
image 700. Passive RFID device 600 then stores information
for the identified bar code 702 (or information for RFID
reader 411).

Cart 406 then travels proximate to RFID reader 412, which
is also transmitting a RF signal. Passive RFID device 600
derives power from the RF signal provided by RFID reader
412. With the power derived from the RF signal, the camera in
passive RFID device 600 captures an image. FIG. 8 illustrates
the image 800 captured by the camera in passive RFID device
600. Image 800 shows RFID reader 412 with its unique data
matrix bar code 802. Passive RFID device 600 then executes
the bar code recognition algorithm on the captured image. In
this example, passive RFID device 600 identifies the bar code
802 for RFID reader 412 in the captured image 800. Passive
RFID device 600 then stores information for the identified bar
code 802 (or information for RFID reader 412).

At some point, the information stored in passive RFID
device 600 is read by one of the RFID readers 410-418.
Passive RFID device 600 receives a RF signal from the RFID
reader (one ofreaders 410-418), and reads the information for
the identified bar codes from memory. Passive RFID device
600 then modulates the RF signal to include the information
for the identified bar codes, and transmits the modulated RF
signal for reception by the RFID reader. Based on the bar
codes that were recognized by passive RFID device 600, the
location for cart 406 may be tracked over a time period as cart
406 travels through warehouse 400. For example, a controller
(not shown) may process the information for the identified bar
codes (e.g., bar code IDs) reported by passive RFID device
600. The bar codes, which are imprinted on the RFID readers
410-418, are at known locations within warehouse 400. By
processing the identified bar codes that were detected by
passive RFID device 600, the controller is able to determine
that cart 406 travelled by these known locations within ware-
house 400. If a date/time is included with the bar code infor-
mation detected by passive RFID device 600, then the con-
troller is also able to determine when cart 406 was at each of
the known locations.

Another exemplary application of a passive RFID device is
for controlling environmental conditions, such as in an office.
FIG. 9 illustrates an office 900 having a desk, a computer, etc.
A user of office 900 may have customized settings for light
level, temperature, sound, or other environmental conditions.
In order to have the customized settings automatically
adjusted when a user enters office 900, a passive RFID device
902 is installed in office 900 that is able to recognize the user
of'office 900. A RFID reader 904 is also installed within range
of passive RFID device 902, such as in the ceiling of office
900.

In order to recognize users of office 900, passive RFID
device 902 is programmed with image data for each of the
potential users of office 900. Like the other example, passive
RFID device 902 has a camera installed that is able to take
digital pictures. Assume for this example that a user enters
office 900 and sits in front of passive RFID device 902.
Passive RFID device 902 receives a RF signal from RFID
reader 904, and derives power from the RF signal. With the
power derived from the RF signal, the camera in passive
RFID device 902 captures an image. Passive RFID device 902
then compares the captured image to the image data for the
potential users of office 900. If the image data for one of the
potential users matches the captured image, then passive
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RFID device 902 identifies the present user of office 900.
Passive RFID device 902 modulates the RF signal to include
an ID for the identified user, and transmits the modulated RF
signal for reception by RFID reader 904. RFID reader 904
may then forward the user ID to a controller (not shown). The
controller may adjust the light level, temperature, sound, etc.,
to the customized settings of the identified user.

Although specific embodiments were described herein, the
scope of the invention is not limited to those specific embodi-
ments. The scope of the invention is defined by the following
claims and any equivalents thereof.

We claim:

1. An apparatus comprising:

a Radio Frequency Identification (RFID) device that

includes:
an antenna configured to receive Radio Frequency (RF)
signals from RFID readers:
circuitry configured to store image data associated with
the RFID readers that are at known locations: and
a camera connected to the circuitry;
the circuitry configured to derive power from the RF
signals;
with the power derived from the RF signals:
the camera is configured to take a digital picture each
time the RFID device passes proximate to one of
the RFID readers;
the circuitry is configured to compare the image data
associated with the RFID readers to the digital pic-
tures, to recognize identifiers for the RFID readers
in the digital pictures, and to store the identifiers for
the RFID readers recognized in the digital pictures;
and
the circuitry is configured to output the identifiers for
the RFID readers recognized in the digital pictures
through a network communication to another sys-
tem other than the RFID readers.

2. The apparatus of claim 1 wherein:

the network communication comprises IEEE 802.15.

3. The apparatus of claim 1 wherein:

the network communication comprises IEEE 802.11.

4. The apparatus of claim 1 wherein:

the circuitry is configured to sound a buzzer responsive to

recognizing the identifiers for the RFID readers in the
digital pictures.

5. The apparatus of claim 1 wherein:

the circuitry is configured to illuminate a Light Emitting

Diode (LED) responsive to recognizing the identifiers
for the RFID readers in the digital pictures.

6. The apparatus of claim 1 wherein:

the circuitry is configured to store times that the identifiers

for the RFID readers were recognized in the digital
pictures.

7. The apparatus of claim 1 wherein:

the image data is for machine readable codes imprinted on

surfaces of the RFID readers that face the RFID device;
wherein a machine readable code indicates a known loca-
tion of a corresponding RFID reader.

8. The apparatus of claim 7 wherein:

the machine readable codes include a Quick Response

(QR) code.

9. A method of operating a passive Radio Frequency Iden-
tification (RFID) device, the method comprising:

storing, in the RFID device, image data associated with

RFID readers that are at known locations:

receiving Radio Frequency (RF) signals in the RFID

device from the RFID readers; and

deriving power from the RF signals;
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with the power derived from the RF signals, the method
further includes:
taking a digital picture with a camera installed on the
RFID device each time the RFID device passes proxi-
mate to one of the RFID readers;

comparing the image data associated with the RFID
readers to the digital pictures;
recognizing identifiers for the RFID readers in the digital
pictures;
storing the identifiers for the RFID readers recognized in
the digital pictures within the RFID device; and

outputting the identifiers for the RFID readers recog-
nized in the digital pictures through a network com-
munication to another system other than the RFID
readers.

10. The method of claim 9 wherein:

the network communication comprises IEEE 802.15.

11. The method of claim 9 wherein:

the network communication comprises IEEE 802.11.

12. The method of claim 9 further comprising:

sounding a buzzer responsive to recognizing the identifiers
for the RFID readers in the digital pictures object in the
digital picture.

13. The method of claim 9 further comprising:

illuminating a Light Emitting Diode (LED) responsive to
recognizing the identifiers for the RFID readers in the
digital pictures.

14. The method of claim 9 further comprising:

storing times that the identifiers for the RFID readers were
recognized in the digital pictures.

15. The method of claim 9 wherein:

the image data is for machine readable codes imprinted on
surfaces of the RFID readers that face the RFID device;

wherein a machine readable code indicates a known loca-
tion of a corresponding RFID reader.

16. The method of claim 15 wherein:

the machine readable codes include a Quick Response
(QR) code.

17. A system comprising:

a plurality of Radio Frequency Identification (RFID) read-
ers at known locations each having a machine readable
code imprinted on a surface:

a RFID device that includes:
an antenna configured to receive Radio Frequency (RF)

signals from the RFID readers;
circuitry configured to store image data for the machine
readable codes associated with the RFID readers; and
a camera connected to the circuitry;
the circuitry configured to derive power from the RF
signals;
with the power derived from the RF signals:
the camera is configured to take a digital picture each
time the RFID device passes proximate to one of
the RFID readers; and
the circuitry is configured to compare the image data
for the machine readable codes associated with the
RFID readers to the digital pictures, to recognize
the machine readable codes in the digital pictures
which correspond with the RFID readers, and to
store the machine readable codes for the RFID
readers recognized in the digital pictures.

18. The system of claim 17 wherein:

the circuitry is configured to sound a buzzer responsive to
recognizing the machine readable codes in the digital
pictures.
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19. The system of claim 17 wherein:

the circuitry is configured to output information for the
machine readable codes recognized in the digital pic-
tures by modulating a received RF signal to include the
information; and

the antenna is configured to transmit the modulated RF
signal for reception by one of the RFID readers.

20. The system of claim 17 wherein:

the circuitry is configured to output information for the
machine readable codes recognized in the digital pic-
tures through a network communication to another sys-
tem other than the RFID readers.

#* #* #* #* #*
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